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Dear M. President,

I am writing further to the complaint of _, transmitted to the

CNIL by the Spanish Data Protection Authority (“Agencia Espafiola de Proteccion de Datos”)
pursuant to the provisions of Article 56.1 of the General Data Protection Regulation (GDPR).

filed a complaint with her national data protection authority
against which belongs to the |||} G 2»q is domiciled in France,

regarding a personal data breach committed during an order on the

website on 6 November 2018. This breach results from a fraudulent intrusion on the I -
commerce platform installed on this website between 0:11 am on 3 November 2018 and 12:52 pm on
8 November 2018.

The exchanses that have taken place between the CNIL departments and the -
DPO Office in connection with the investigation of this complaint lead me, in
agreement with the other European data protection authorities concerned by this personal data breach,

to remind |IEESESSSN of its obligations regarding the following points, in accordance
with the provisions of Article 58.2.b) of the GDPR.

In the event of a personal data breach,_ is required to notify the relevant
supervisory authority of the breach in question as soon as possible and, if possible, 72 hours after

becoming aware thereof, unless the breach in question is unlikely to result in a risk to the rights and
freedoms of individuals.
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In this case, the UK and Dutch supervisory authorities were notified of the breach on 16
November 2018. Your services have indicated to the Commission that this choice of notifications lies
in the fact that, on the one hand, the Netherlands is where registered office is located
and is designated in the general terms of use of the website as the place of jurisdiction and that, on the

other, England is this website’s main country of operation.

Therefore, the notification should have been made to the French data protection authority, the
CNIL, pursuant to Article 33.1 of the GDPR.

However, your data protection officer has also confirmed to us that
data controller implicated in this case.

I also note the measures taken to avoid the repetition of such events.

in fact proves that the individuals concerned were notified by an email
from sent on 16 November 2018 to each of the individuals identified as victims of the
breach, as well as by a message on its website. Similarly, your services report security audits

conducted on the- platform and a set of measures taken regarding its architecture, as well as
PCISAQ 3.2 rev. 1.1 certification.

Finallv. I would like to point out that this decision, which closes the examination of ]
complaint, does not preclude the CNIL from using, in the event of new

complaints, all the other powers conferred to it under the law of January 6™, 1978 as amended and the
GDPR.

Yours sincerely,

Marie-Laure DENIS

Copy to_ Data Protection Officer

This decision may be appealed before the French State Council within a period of two months
following its notification.



