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2018,  replied to the complainant’s notification, in principle confirmed 
the facts and informed that it was working on a new version of the “app” that would 
address the problems identified. The complainant and  remained in the 
ex-change, with the complainant inquiring several times about the current state of play. 
The last communication with  provided by the Complainant is dated 
Friday, 31 May 2019. It is further alleged that there was a conference call between the 
complainant and  on Wednesday, 29 May 2019.  

On Friday, 21 June 2019, the incident was reported on the website. Ac-
cording to its own information, the complainant was involved in the draft report. 

 

2. Investigation Outcome  

In order to clarify the facts, the HBDI contacted  and asked to comment 
on the objections raised by the complainant. Furthermore,  was asked 
to present the technical and organisational measures taken in the meantime to ensure 
the security of the processing of personal data. 

According to , it had already started to redesign the IT environment and 
thus the transfer and processing of personal data before the complainant's notification. 
Following the complainant's notification, the existing system has been revised imme-
diately in order to eliminate the problems pointed out by the complainant. Afterwards, 
the new system, which is operated entirely in Germany, was developed and replaced 
the old system. It has been put into operation in the summer of 2019 and, among other 
things, transmits the communication between the inverters (or the USB WLAN sticks) 
and the portal in encrypted form. 

In its assessment of the incident,  assumed that only the complainant 
had gained access to the system and thus to the data processed therein via the vul-
nerabilities described. Since the complainant immediately reported the incident to S

 and  actively cooperated with the complainant, 
 assumed that the personal data breach did not lead to any risk to the rights and 

freedoms of the persons concerned. Therefore,  did not notify the HBDI 
of a personal data breach pursuant to Article 33(1) of the GDPR. 

 referred to the complainant's communication with  from 
November 2018 to May 2019, which was provided by the complainant and which 
showed that, at the end, it would have primarily dealt with questions on the current 
status of the new portal and an allowance for the complainant. 

Further,  provided an overview of the newly designed system architec-
ture of the new portal and the excerpt from the register of processing activities. Based 
on this information, there are no indications that the new portal does not comply with 
the state of the art or the requirements of Article 32 of the GDPR. 
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3. Decision 

(1) The points raised by the complainant are acknowledged in principle by 
 and  has reacted promptly to the complainant's indications in order 

to remedy the vulnerabilities, informing the complainant - at least upon request - about 
the progress. Therefore, the HBDI considers it disproportionate to make use of the 
sanctioning powers to remedy the vulnerabilities. 

(2) The HBDI does not agree with  assessment that the vulnerabilities 
identified and their exploitation by the complainant resulted in no or only a low risk to 
the rights and freedoms of data subjects and that it was therefore not necessary to 
report the incident to the HBDI pursuant to Article 32 (1) of the GDPR. In view of the 
fact that the GDPR entered into force six months earlier on 25 May 2018, the HBDI 
notifies  of this alleged infringement in accordance with Article 58(1)(d) 
of the GDPR. Furthermore, the HBDI considers the use of further corrective powers to 
be disproportionate. 

(3) Based on the information provided by , there are no indications that 
the newly concerted and, according to , also fully implemented system 
architecture of the portal for the management of inverters should not meet the require-
ments of Article 32 of the GDPR. The communication provided by  with 
the complainant and  statement shows that  takes the 
issue of data security seriously and has been further sensitised by the investigation of 
the HBDI. HBDI therefore sees no need to critically question the compliance with Arti-
cle 33 of the GDPR as part of a further investigation. However, the HBDI proposes to 
point out to  that it must ensure the security of the processing perma-
nently by means of an appropriate and effective procedure with-in the meaning of Ar-
ticle 32(1)(d) GDPR. 

(4) The HBDI finds that the complaint in this case has been adequately investigated. 

(5) The HBDI considers that no further action is required. The investigation shall be 
closed and  and the complainant shall be notified accordingly. 

 

On behalf of the HBDI 

Wiesbaden, June 30, 2023 

 




