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The European Data Protection Board

Having regard to Article 63 and Article 65(1)(a) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regardtothe
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(hereinafter “GDPR”)?,

Having regardtothe EEA Agreement andin particular to Annex Xl and Protocol 37 thereof, asamended
by the Decision of the EEA joint Committee No 154/2018 of 6 July 20182,

Having regardto Article 11 and Article 22 of its Rules of Procedure (hereinafter “EDPB RoP”)3,
Whereas:

(1) The main role of the European Data Protection Board (hereinafter the “EDPB”) is to ensure the
consistent application of the GDPR throughout the EEA. To this effect, it follows from Article 60 GDPR
that the lead supervisory authority (hereinafter “LSA”) shall cooperate with the other supervisory
authorities concerned (hereinafter “CSAs”) in an endeavour to reach consensus, that the LSA and CSAs
shall exchange all relevant information with each other, and that the LSA shall, without delay,
communicate the relevant information on the matter to the other CSAs. The LSA shall without delay
submit a draft decision to the other CSAs for their opinion and take due account of their views.

(2) Where any of the CSAs expressed a reasoned and relevant objection (“RRO”) on the draft decision
in accordance with Article 4(24) and Article 60(4) GDPR and the LSA does not intend to follow the RRO
or considers that the objection is not reasoned and relevant, the LSA shall submit this matter to the
consistency mechanism referred to in Article 63 GDPR.

(3) Pursuant to Article 65(1)(a) GDPR, the EDPB shallissue a binding decision concerning all the matters
which are the subject of the RROs, in particular whether there is an infringement of the GDPR.

10JL119,4.5.2016,p.1.
2 References to “Member States” made throughout this decision should be understood as references to “EEA
Member States”.

3 EDPBRoP, adopted on 25 May 2018, as last modified and adopted on 6 April 2022.
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(4) The binding decision of the EDPB shall be adopted by a two-thirds majority of the members of the
EDPB, pursuant to Article 65(2) GDPR in conjunction with Article 11(4) of the EDPB RoP, within one
month after the Chair and the competent supervisory authority have decided that the file is complete.
The deadline may be extended by a further month, taking into account the complexity of the subject
matter upon decision of the Chair on own initiative or at the request of at least one third of the
members of the EDPB.

(5) Inaccordance with Article 65(3) GDPR, if, in spite of such an extension, the EDPB has not been able
to adopt a decision within the timeframe, it shall do so within two weeks following the expiration of
the extension by a simple majority of its members.

(6) Inaccordance with Article 11(6) EDPB RoP, only the English text of the decision is authenticasit is
the language of the EDPB adoption procedure.
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HAS ADOPTED THE FOLLOWING BINDING DECISION

1 SUMMARY OF THE DISPUTE

This document contains a binding decision adopted by the EDPB in accordance with
Article 65(1)(a) GDPR. The decision concerns the dispute arisen following a draft decision (hereinafter
“Draft Decision”)issued by the Irish supervisory authority (“Data Protection Commission", hereinafter
the “IESA”, also referred to in this document as the LSA) and the subsequent objections expressed by
six CSAs, namely the German Federal Commissioner for Data Protection and Freedom of Information
(“Der Bundesbeauftragter fiir den Datenschutz und die Informationsfreiheit”) hereinafter the “the
German Federal SA” or the “DE SA”, the Finnish supervisory authority (“Tietosuojavaltuutetun
toimisto”), hereinafter the “FI SA”, the French supervisory authority (“Commission Nationale de
I'Informatique et des Libertés”), hereinafter the “FR SA”, the Italian supervisory authority (“Garante
per la protezione dei dati personali”’), hereinafter the “IT SA”, the supervisory authority of the
Netherlands (“Autoriteit Persoonsgegevens”), hereinafter the “NL SA” and the Norwegian supervisory
authority (“Datatilsynet”), hereinafter the “NO SA”.

The Draft Decision relates to a “complaint-based inquiry”, which was commenced by the IE SA,
regarding a complaint originally submitted to the Hamburg supervisory authority (“Der Hamburgische
Beauftragte fiir Datenschutz und Informationsfreiheit”), hereinafter “the DE HH SA“. The case was
subsequently referred to the DE SA, being the relevant supervisory authority, to decide whether
WhatsApp Ireland Limited (hereinafter, “WhatsApp IE”), an online instant messaging platform,
complies with its obligations under the GDPR.

The complaint was lodged on 25 May 2018 by a data subject who requested the non-profit noyb —
“European Center for Digital Rights” (hereinafter “NOYB”) to represent her under Article 80(1) GDPR
(both hereinafter referred to as the “Complainant”). It concerned the lawfulness of WhatsApp IE’s
processing of personal data (hereinafter “WhatsApp services”), specifically data processing on foot of
the Complainant’s acceptance of its Terms of Service (and purportedly her acceptance of its Privacy
Policy), and the transparency of information provided by WhatsApp |E to the Complainant about that
processing. The Complainant alleged a violation of the right to data protection and especially a
violation of “Articles4(11), Article 6(1)(a), Article 7 and/or Article 9(2)(a) of the GDPR” 4, by arguing that
the controller relied on a “forced consent”>. The complaint requested to investigate® and to impose
corrective measures’. “In the alternative, should the Supervisory Authority not interpret these elements
as consent”, the Complainant takes the position that the controller has no legal basis for the processing
operations “which are not a core element of the instant-messaging service and /or in the interest of
the user (such as advertisement, sponsored content, sharing of information within a group of

4 Complaint, paragraph2.2.5.

> Complaint, paragraphs 1.3 and 2.2.5.

6 Within its request to investigate, the Complainant requested that a full investigation be made to determine
“which processing operations the controller engages in, in relation to the personal data of the data subject”, “for
which purpose they are performed”, “on which legal basis for each specific processing operation the controller
relies on”, and to acquire “a copy of any records of processing activities”. The Complainant also requested “that
theresults of this investigation [be]l made available to [her]”. Complaint, paragraph 3.1.

7 More specifically, the complaint requested in paragraph 3.2 that the competent SA “prohibits all processing
operations that are based on an invalid consent of the data subject”, and in paragraph 3.3 that an “effective,
proportionate and dissuasive fine” be imposed.
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companies analysis and improvement of the controller’s products etc.)”, “since these elements are
clearly not a relevant contractual obligations and no other option under Article 6 of the GDPR seems to
apply in this situation” .

Upon receipt of the complaint on 31 May 2018, the |E SA qualified the activities falling within the scope
of the aforementioned complaint as cross-border processing pursuant Article 4(23) GDPR. As the main
establishment of WhatsApp IE (as defined in Article 4(16) GDPR)was found to be in Ireland, the IE SA
was identified as being the LSA, within the meaning of the GDPR, in respect of the cross-border
processing carried out by that company?.

The following table presents a summary timeline of the events part of the procedure leading to the
submission of the matter tothe consistency mechanism:

25 May 2018 The complaint was lodged with the DE HH SA.

The DE-HH SA passed the complaint, for reasons of competence, to
the DE SA. On 31 May 2018, the complaint was passed by the DE SA
tothe IESA.

20 August 2018 The IE SA commenced the inquiry (hereinafter the “inquiry”) and
requested information from WhatsApp IE.

Itsscope and legal basis were set out in the Notice of Commencement
of Inquiry that was sent to the Complainant and WhatsApp IE by
letters on 20 August 2018.

On 11 March 2019, WhatsApp IE provided replies to preliminary
queries by the IE SA. Procedural issues, including allegation of bias
were raised by the Complainant by correspondence on 3 December
2018, and subsequent letters from 29 February 2019, 19 April 2019
and 24 February 2020, as well as a phone call on 1 April 2019, that
were addressed by the |E SA.

20 May 2020 The IE SA prepared a Draft Inquiry Report against WhatsApp |E
regarding its processing activities within the scope of the inquiry. The
IE SA invited the Complainant and WhatsApp |IE to make submissions
in relation to such draft report.

22 June 2020 WhatsApp IE provided its submissions in relation to the Draft Inquiry
Report.
23 September 2020 The Complainant’s submissions dated 4 September 2020 were

provided to the IE SA by the DE SA.

18 January 2021 The Complainant and WhatsApp IE, as well as the |E SA’s decision
maker, were furnished witha copy of the IE SA’s Final Inquiry Report,
outlining the Investigator’s views, as to whether WhatsApp IE
complied with its obligation under the GDPR.

6 and 7 April 2021 The |IE SA commenced the decision-making stage.

23 December 2021 The IE SA issued a preliminary draft decision (hereinafter “the
Preliminary Draft Decision”) against WhatsApp |E, regarding its

processing activities within the scope of the inquiry.

8 Complaint, paragraph1.3.
9 Scheduleto Draft Decision, paragraphs 2.11to 2.17 (Competence of the Commission) (p. 10-12).
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It was communicated on the same day to the Complainant to enable
them to make observations. The IE SA further attempted to
communicate the Preliminary Draft Decision to WhatsApp IE on this
same date, to enable it to exercise its right to be heard. Having
subsequently discovered that an IT systems’ failure prevented the
Preliminary Draft Decision from reaching WhatsApp IE, the IE SA
shared again the Preliminary Draft Decision with WhatsApp |E on 20
January 2022.

February 2022

December 2021 -

Further exchanges of correspondence took place between the IE SA
and the Complainant, addressing translation issues, the scope of the
complaint, as well as allegations that the complete documents had
not been provided.

17 February 2022

WhatsApp IE provided submissions on the Preliminary Draft Decision
to the IE SA.

25 February 2022

The IE SA communicated with Complainant’s’ legal representatives,
confirming that if no further correspondence wasreceived by 1 March
2022, the IE SA would proceed on the basis that the Complainant did
not wish to make submissions. No submissions were received.

1 April 2022 The |E SA shared its Draft Decision with the CSAs in accordance with
Article 60(3) GDPR.
Several CSAs (DE SA, FI SA, FR SA, IT SA, NL SA, and NO SA) raised
objections in accordance with Article 60(4) GDPR.

1 July 2022 The |E SA issued a Composite Response setting out its replies to the

objections raised and shared it with the CSAs (hereinafter,
“Composite Response”).

The IE SA requested that the CSAs consider the responses and
proposals outlined in the Composite Response and confirm whether
they addressed the concerns underlying the objections raised.

1to 11 July 2022

In light of the proposals in the Composite Response, further
exchanges took place between the IE SA and the CSAs. During the
exchanges, several CSAs (among which the NL SA0, the DE SA'?, the
FI SA12 and the NO SA13) confirmed to the IE SA that its compromise
proposals were not sufficient and they intended to maintain their
objections.

On 8July 2022, WhatsApp |IE wasinformed of the upcoming triggering
of the Article 65 GDPR procedure, and was invited to exercise its right
to be heard in respect of all the material that the IE SA proposed to

10 Response of NLSA to |ESA Composite Response Memorandum dated 7 July 2022.
11 Response of DESAto |IESA Composite Response Memorandum dated 8 July2022.
12 Response of FI SAto |E SA Composite Response Memorandum dated 8 July 2022.

13 Response of NO SAto |E SA Composite Response Memorandum dated 11July2022.
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10.

11.

12.

refer to the EDPB'*and on 17 August 2022 WhatsApp |E provided its
submissions (hereinafter the “WhatsApp IE Article 65 Submissions”).

19 August 2022 The IE SA referredthe matterto the EDPB in accordance with Article
60(4) GDPR, thereby initiating the dispute resolution procedure under
Article 65(1)(a) GDPR.

Following the submission by the LSA of this matter tothe EDPB in accordance with Article 60(4) GDPR
in the Internal Market Information system (hereinafter, “IMI”)1> on 19 August 2022, the EDPB
Secretariat assessed the completeness of the file on behalf of the Chair in line with Article 11(2) of the
EDPB RoP.

The EDPB Secretariat contacted the IE SA on 23 September 2022, asking for clarifications in relationto
some documents not provided whilst mentioned in Article 11.7 of the EDPB RoP, but mentioned in
other documents. On the same date, the |E SA provided the information requested and confirmed the
completeness of the file.

A matter of particular importance that was scrutinized by the EDPB Secretariat was the right to be
heard, as required by Article 41(2)(a) of the EU Charter of Fundamental Rights (hereinafter the “EU
Charter”). Further details on this are provided in Section 2 of this Binding Decision.

On 7 October 2022, after the Chair confirmed the completeness of the file, the EDPB Secretariat
circulatedthe file to the EDPB members.

The Chair decided, in compliance with Article 65(3) GDPR in conjunction with Article 11(4) of the EDPB
RoP, to extend the default timeline for adoption of one month by a further month on account of the
complexity of the subject-matter.

2 THERIGHT TO GOOD ADMINISTRATION

The EDPB is subject to EU Charter, in particular Article 41 (the right to good administration). This is
also reflectedin Article 11(1) EDPB RoP. Further details were provided in the EDPB Guidelines on Article
65(1)(a) GDPR1®,

The EDPB’s binding decision “shall be reasoned and addressed to the lead supervisory authority and all
the supervisory authorities concerned and binding on them” (Article 65(2) GDPR). It is not aiming to
address directly any third party. However, as a precautionary measure to address the possible need
for the EDPB to offer the right to be heard at the EDPB level to WhatsApp IE, the EDPB assessed if
WhatsApp |IE was offered the opportunity to exercise its right tobe heardin relationto the procedure
led by the LSA and the subject-matter of the dispute to be resolved by the EDPB. In particular, the
EDPB assessed if all the documents containing the matters of facts and law received and used by the
EDPB to takeits decision in this procedure have already been shared previously with WhatsApp IE.

14 The objections, the Composite Response, including the IE SA’s assessment of the relevant and reasoned
objections, as well asthereplies of the CSAs.

5 The Internal Market Information (IMl) is theinformation and communicationsystem mentioned in Article 17
EDPB RoP.

16 See EDPB Guidelines 3/2021 on the application of Article 65(1)(a) GDPR, adopted on 13 April 2021 (version for
public consultation) (hereinafter, “Guidelines on Article65(1)(a), paragraphs 94-108.
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13.

14.

15.

16.

17.

18.

19.

The EDPB notes that WhatsApp IE has received the opportunity to exercise its right to be heard
regarding all the documents containing the matters of facts and of law considered by the EDPB in the
context of this decision and provided its written observations’, which have been shared with the EDPB
by the LSA18,

Considering that WhatsApp IE has been already heard by the IE SA on all matters of facts and of law
addressed by the EDPB in its binding decision, the EDPB is satisfied that Article 41 of the EU Charter
has been respected.

The EDPB considers that the Complainant is not likely to be adversely affected by this binding decision,
and consequently does not meet the conditions to be granteda right to be heard by the EDPB in line
with Article 41 of the EU Charter, applicable case law, and Article 11 of the EDPB RoP. This is without
prejudice to any right to be heard or other related rights the Complainant may have before the
competent national supervisory authority(/-ies).

3 CONDITIONS FOR ADOPTING A BINDING DECISION

The general conditions for the adoption of a binding decision by the EDPB are set forth in Article 60(4)
and Article 65(1)(a) GDPR?°.

3.1 Objection(s) expressed by CSA(s) in relation to a draft decision

The EDPB notes that several CSAs raised objections to the Draft Decision via IMI. The objections were
raised pursuant to Article 60(4) GDPR.

More specifically, objections were raised by CSAs in relationto the following matters:

whether the LSA should have found an infringement for lack of appropriate legal basis;

e the potentialadditional infringement of the principles of fairness, purpose limitation and data
minimisation;

e on possible further investigation;
e corrective measures other than fines;
e the imposition of an administrative fine.

Each of the objections was submitted within the deadline provided by Article 60(4) GDPR.

7WhatsApp|E’s Submissions inrelationto the Draft Inquiry Report, dated 22 June 2020.WhatsApp | E’s Response
to Preliminary Draft Decision, dated 17 February 2022.WhatsApp IE Article 65 Submissions, dated 717 August
2022.

18 IN-18-5-6 Memo for Secretariat (Referral of objections to the EDPB pursuant to Article 60(4) and 65(1)(a)
GDPR), 19 August2022.

2 According to Article 65(1)(a) GDPR, the EDPB will issue a binding decision when a supervisory authority has
raised arelevantand reasoned objection to a draft decision of the LSAand the LSA has not followed the objection
or the LSA has rejected suchanobjectionas being notrelevant or reasoned.
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20.

21.

22.

23.

24.

3.2 The LSA does not follow the relevant and reasoned objections to the Draft Decision
or is of the opinion that the objections are not relevant or reasoned

On 1July 2022, the IE SA provided to the CSAs an analysis of the objections raised by the CSAs in the
Composite Response.

The IE SA concluded that it would not follow the objections, and in addition, underlined that some of
them are not in its view “relevant” and/or “reasoned”; within the meaning of Article 4(24) GDPR and,
otherwise, for the reasons set out in the Composite Response and below 2°.

3.3 Admissibility of the case

The case atissue fulfils, prima facie, all the elements listed by Article 65(1)(a) GDPR, since several CSAs
raised objections to a draft decision of the LSA within the deadline provided by Article 60(4) GDPR, and
the LSA has not followed objections or rejected them, for being in its views, as not relevant or
reasoned.

The EDPB takes note of WhatsApp IE’s position that the EDPB should suspend the current Article 65
GDPR dispute resolution due to pending preliminary ruling proceedings before the Court of Justice of
the EU (hereinafter, “CJEU”)21. WhatsApp IE refersin particular to cases C-252/2122 and C-446/21%3.
Following its assessment, the EDPB decides to continue its proceedings on this Article 65 GDPR dispute
resolution, as there is no explicit legal basis for a stay of the dispute resolution procedure in EU law,
nor are existing CJEU rulings on the matter conclusive for the situation of the EDPB24. Also, the EDPB
takes into consideration the data subjects’ right to have their complaints handled within a ‘reasonable
period’ (Article 57(1)(f) GDPR), and to have their case handled within a reasonable time by EU bodies
(Article 41 of the EU Charter). Moreover, ultimately there are remedies available to the affected parties
in case of a discrepancy between the EDPB binding decision and CIEU rulings in the aforementioned
cases?>,

Considering the above, in particularthat the conditions of Article 65(1)(a) GDPR are met, the EDPB is
competent to adopt a binding decision, which shall concern all the matters which are the subject of

20 Composite Response, paragraphs 36, 74,78 and 80.

2 WhatsApp IE's Article 65 Submissions, paragraph2.11.

22 Requestfor a preliminary ruling of 22 April 2021, Meta Platforms and Others, C-252/21.

2 Requestfor a preliminary ruling of 20July 2021, Schrems, C-446/21.

2 Judgment of the CJEU of 28 February 1991, Delimitis, C-234/89, EU:C:1991:91; Judgment of the CJEU of 14
December 2000, Masterfoods, C-344 /98, EU:C:2000:689. These cases concerned proceedings before the national
courts, wherethe parties faced the risk of being confronted with a conflicting decision of the nationaljudge that
could beseen as de facto nullifyingthe Commission decision—a power whichis retained bythe CJEU. The current
dispute resolution procedure concerns the adoption of an administrative decision, which can be subject to full
judicial review.

% In case anaction for annulment is brought against the EDPB decision(s) and found admissible, the General
Court/CJEU has the opportunity to invalidate the decision of the EDPB. Inaddition, and if the General Court/CIEU
were to deliver any judgment in the time between the adoption of the EDPB’s Article 65 decision and the
adoption of the IE SA’s final decision, the [E SA may ultimately decide to revise the final national decision it takes
following the EDPB's binding decision - if the CJEU’s rulings gives cause to do so - inaccordance with the principle
of cooperation as elaborated by the CJEU in its judgment of 12 January 2004, Kiihne&Heitz NV, C-453/00,
EU:C:2004:17).
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25.

26.

27.

28.

29.

the relevant and reasoned objection(s), (i.e. whether thereis aninfringement of the GDPR or whether
the envisaged action in relation to the controller or processor complies with the GDPR?2¢).

The EDPB recallsthatits current binding decision is without any prejudice toany assessments the EDPB
may be called upon to make in other cases, including with the same parties, taking into account the
contents of the relevant draft decision and the objections raised by the CSA(s).

3.4 Structure of the binding decision

For each of the objections raised, the EDPB decides on their admissibility, by assessing first whether
they can be considered as a “relevant and reasoned objection” within the meaning of Article 4(24)
GDPR as clarified in the Guidelines on the concept of a relevant and reasoned objection?’.

Where the EDPB finds that an objection does not meet the requirements of Article 4(24) GDPR, the
EDPB does not take any position on the merit of any substantial issues raised by that objection in this
specific case. The EDPB will analyse the merits of the substantial issues raised by all objections it deems
to be relevant and reasoned?2.

4 ON WHETHER THE LSA SHOULD HAVE FOUND AN INFRINGEMENT
FOR LACK OF APPROPRIATE LEGAL BASIS

4.1 Analysis by the LSA inthe Draft Decision

The IE SA concludes that the GDPR, the case law and the EDPB Guidelines relevant for the case do not
preclude WhatsApp IE from relying on Article 6(1)(b) GDPR as a legal basis for the processing of users’
data necessary for the provision of its service, including through the improvement of the existing
service and the maintenance of security standards?°. Finding 2 of the Draft Decision reads3°® “/ find the
Complainant’s case is not made out that the GDPR does not permit the reliance by WhatsApp on 6(1)(b)
GDPR in the context of its offering of Terms of Service.” In addition, the |IE SA considers the Guidelines
of the EDPB on processing for online services based on Article 6(1)(b) GDPR3! as being “not strictly
binding, nonetheless instructive in considering this issue” 32,

The IE SA understands the Complainant’s allegations as33: firstly, the Complainant was given a binary
choice: i.e. to either accept the Terms of Service and the associated Privacy Policy by selecting the

26 Article 65(1)(a) in fine GDPR. Some CSAs raised comments and not per se objections, which were, therefore,
nottaken into accountbythe EDPB.

27 EDPB Guidelines 9/2020 on the concept of relevant and reasoned objection, version 2 adopted on 9 March
2021 (hereinafter “Guidelines on RRO”). They were adopted on 9 March 2021, after the commencement of the
inquiryby thelE SArelating to this particular case.

28See EDPB Guidelines on Article 65(1)(a), paragraph 63 (“The EDPB will assess, in relation to each objection
raised, whether the objection meets the requirements of Article 4(24) GDPR and, if so, address the merits of the
objection in the binding decision”).

29 Draft Decision, paragraphs 4.49 and 4.50.

30 Draft Decision, Finding 2, p. 32.

31 EDPB Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the

provision of online services to data subjects, version 2, adopted on 8 October 2019 (hereinafter “Guidelines
2/20190n Article 6(1)(b) GDPR").

32 Draft Decision, paragraph 4.22.
33 Draft Decision, paragraph 2.19.
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30.

31.

32.

33.

34.

“accept” button, or cease using the service34; second that there was a lack of clarity on which specific
legal basis WhatsApp |E relies on for each processing operation3®; and the Complainant’s concern on
WhatsApp IE’sreliance on Article 6(1)(b) GDPR to deliver its Terms of Service3®.

While the IE SA acknowledges that the EDPB considers in its Guidelines 2/2019 on Article 6(1)(b) GDPR
that, as a general rule, processing for the provision of new services, is not necessary for the
performance of a contract for online service under Article 6(1)(b) GDPR, in this particular case, having
regardtothe specific terms of the contract and the nature of the service provided and agreed upon by
the parties, the |[E SA concludes that WhatsApp IE may in principle rely on Article 6(1)(b) GDPR as legal
basis of the processing of users’ data necessary for the provision of its service, including through the
improvement of the existing service and the maintenance of security standards3’. In addition, the IE
SA considers that “issues of interpretation and validity of national contract law are not directly within”
their competence 38.

The IE SA disagrees with what it describes as a “very restrictive view on when processing should be
deemed to be “necessary” for the performance of a contract” proposed by the Complainant and the
EDPB32. The IE SA concludes that “core functions” cannot, however, be considered in isolation from
the meaning of “performance”, the meaning of “necessity” as set out in the Draft Decision, and the
content of the specific contractin question*®. The IE SA considers that Article 6(1)(b) GDPR cannot be
interpreted as requiring that it is impossible to perform the contract without the data processing
operations in question*?.

The IE SA finds it important to have regard not just to the concept of whatis “necessary”, but also to
the concept of “performance” of the contract. According to the IE SA, a contract is performed when
each party discharges their contractual obligations as has been agreed by reference to the bargain
struck betweenthe parties. While the IE SA agreesthat the mere inclusion of atermin a contract does
not necessarily meanthatit is necessary to perform the particular contract, it stresses out that regard
must be had for what is necessary for the performance of the specific contract freely entered into by
the parties*?.

Therefore, the |IE SA notes that, the inclusion of a term, which does not relate to the core function of
the contract could not be considered necessary for its performance*3.

For the purposes of identifying the “core” functions of the contract between WhatsApp |E and its users,
the IE SA points out that the Complainant does not specify with any great precision the extent of the
processing (or indeed the processing operation(s)) that the Complainant believes to not be necessary
to perform the Terms of Service). The Complainant has however made some specific submissions
arguing processing for service improvement, security, “exchange of data with affiliated companies”
and that the processing of special categories of personal data is not necessary in order to fulfil the

34 Draft Decision, paragraph 2.8.

35 Draft Decision, paragraph 2.9.

36 Draft Decision, paragraphs2.9and4.9.

37 Draft Decision, paragraph 4.49.

38 Draft Decision, paragraphs3.13,4.11,4.22,4.39and 4.44.
39 Draft Decision, paragraph 4.39and 4.41.

40 Draft Decision, paragraph 4.29.

41 Draft Decision, paragraphs 4.47,4.49and 4.50.

42 Draft Decision, paragraph 4.23.

43 Draft Decision, paragraph 4.30.
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35.

36.

37.

38.

39.

40.

41.

42.

“core function” of a messaging and calling service such as the WhatsApp services. As a result, the Draft
Decision focuses on these processing operations*4.

Although according to Guidelines 2/2019 on Article 6(1)(b) GDPR“>, processing cannot be rendered
lawful by Article 6(1)(b) GDPR “simply because processing is necessary for the controller’s wider
business model”, the |IE SA considers that having regard to the specific terms of the contract and the
nature of the service provided and agreed upon by the parties, WhatsApp IE may in principle rely on
Article 6(1)(b) GDPR as a legal basis of the processing of users’ data necessary for the provision of its
service, including services for improvements and security features, insofar as this forms a core part of
the service offered to and accepted by users?®.

Moreover, as described by the IE SA, a distinguishing feature of the WhatsApp IE’s service is that it
regularly monitors its service in order to ensure it functions well (as distinct from the EDPB’s reluctance
expressed in its Guidelines 2/2019 on Article 6(1)(b) GDPR with using data to bring about new services)
and maintains certain security and abuse standards. Therefore, the |IE SA concludes that the provision
of this form of service is part of the substance and fundamental object of the contract.

The IE SA considers that this information is both clearly set out and publicly available, hence it would
be difficult to argue that this is not part of the mutual expectations of a prospective user and of
WhatsApp IE. Moreover, the |E SA states that the service is advertised as being one that has these
features, and so any reasonable user would expect and understand that this was part of the
agreement, evenif users would prefer the market would offer them better alternative choices*’.

Based on the foregoing, the IE SA reachesthe conclusion that nothing in Guidelines 2/2019 on Article
6(1)(b) GDPR prevents WhatsApp IE, in principle, from relying on Article 6(1)(b) GDPR for these
purposes?é,

The |E SA thus concludes that WhatsApp IE mayin principle rely on Article 6(1)(b) GDPR asa legal basis
of the processing of users’ data necessary on foot of the acceptance of the Terms of Service, including
for regular improvements and maintaining standards of security°.

The IE SA clarifies that, having regard to the scope of the complaint and its inquiry, the above
conclusion cannot be construed as an indication that all processing operations carried out on users’
personal data are necessarily covered by Article 6(1)(b) GDPR?>9.

The IE SA also notes that other provisions of the GDPR, such as those on transparency, act to strictly
regulate the manner in which the WhatsApp IE services are to be delivered and the information that
should be given to users, and decides to address it separatelyin its Draft Decision>!.

In a separate finding of its Draft Decision>2, the |E SA reiteratesthat in a previous inquiry on WhatsApp
IE, an infringement of the GDPR was found as to its compliance with Article 12(1) and Article 13(1)(c)

44 Draft Decision, paragraph 4.32.

4> Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 36.
46 Draft Decision, paragraph 4.41.

47 Draft Decision, paragraph 4.42.

48 Draft Decision, paragraph 4.42.

4% Draft Decision, paragraphs 4.47 and 4.49.

50 Draft Decision, paragraph 4.50.

51 Draft Decision, paragraph 4.47.

52 Draft Decision, p.37, Finding 3.
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44.
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47.

GDPR for processing on foot of Article 6(1)(b) GDPR%3. The IE recalls the general requirement of
transparency under Article 5(a) GDPR>%, and its previous decision and the associated findings, including
the imposition of a fine and an order to WhatsApp |E to bring its Privacy Policy into compliance>>.

4.2  Summary of the objections raised by the CSAs

The DESA, FI SA, FR SA, NLSA and NO SA object to Finding 2 ofthe Draft Decision and the assessment
leading up to it. They consider that the IE SA should have found an infringement of Article 6(1)
GDPR>%, in line with the EDPB’sinterpretation of this provision>’.

Inthe DE SA’s view, contraryto the |E SA’s submissions in the Draft Decision, WhatsApp IE cannotrely
on Article 6(1)(b) GDPR or any other legal bases of Article 6(1) GDPR for the processing of a user's
data. According to the DE SA, this constitutes a breach of the principle of lawfulness under Article
5(1)(a) and Article 6(1) GDPR. The DE SA is of the opinion also that the IE SA failed to impose an
appropriate corrective measure in order to remedy these infringements. The DE SA puts forward the
following argumentsin support of the above allegations.

First, the DE SA does not share the understanding of the IE SA regarding the binding nature of the
Guidelines 2/2019 on Article 6(1)(b) GDPR. The DE SA agreesthat guidelines are not legally binding in
the same way as legal provisions are. It recalls however that they are instrumental for establishing
uniform application of EU law according to Article 70(1)(e) GDPR, as well as for ensuring a consistent
and high level of protection for natural persons in the light of recital 10 GDPR. The DE SA claims that
the relevant and binding nature of guidelines for all supervisory authoritiesas such cannot be disputed.

Second, the DE SA disputes the IE SA’s allegations that, on the one hand, the GDPR does not prohibit
WhatsApp IE to rely on Article 6(1)(b) GDPR in connection with its offer of Terms of Service and, on
the other hand, that the LSA is not competent to assess the validity of contracts, respectively the
validity of the Terms of Service or individual clauses. In this regard, the DE SA notes that the |IE SA has
full competence according to Article 57(1)(a) GDPR toassess the validity of contracts.

Moreover, as statedin the Guidelines 2/2019 on Article 6(1)(b) GDPR, a valid contract is a prerequisite
for controllers to base their processing operations on Article 6(1)(b) GDPR. On that background, the
DE SA points out that in order to monitor the application of Article 6(1)(b) GDPR, asrequired by Article
57(1)(a) GDPR, the IEA must also verify the validity of the contract WhatsApp IE is relying upon. The
DE SA adds that according to Article 5(2) GDPR, WhatsApp |E must also prove that such a contract has
come into existence, meaning that an offer and correspondingacceptance of a contract isdeclared by
the parties. In other words, it must be apparent to the contractual partner that they are not giving a
(revocable) consent, but are concluding a contract. If this is not the case, the DE SA considers, as
opposed tothe IE SA®8, that WhatsApp |E cannot rely on the right to choose its own legal basis.

53 |E SA’s decision of 20 August 2021 in inquiry reference IN-18-12-2 (hereinafter “the IE SA’s Decision on
WhatsApp IE’s Transparency”), adopted following EDPB Binding decision 1/2021 on the dispute arisen on the
draft decision of the IE SA regarding WhatsApp |E under Article 65(1)(a) GDPR (hereinafter “EDPB Binding
Decision 1/2021").

54 Draft Decision, paragraph 5.8.

55 Draft Decision, p aragraph 5.9.

56 DESA’s Objection, pp. 1-8; FI SA’s Objection, pp. 2-8; NLSA’s Objection, pp. 3-7; NO SA’s Objection, pp.1-5,
FRSA’s Objection, p.9.

57 Guidelines 2/2019 on Article 6(1)(b) GDPR.

8 Draft Decision, Issue 3.
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49.

50.
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Third, the DE SA objects to the IE SA’s finding>° that the necessity ofthe processing is determined not
by what is necessary to fulfil the objectives of “a social network” in a general sense, but what is
necessary to fulfil the core functions ofthe particular contract between WhatsApp IE and its users.
Those core functions do not encompass the improvements to an existing service and maintaining
certain security and abuse standards. The DE SA stresses out that first WhatsApp IE is not a social
network but a messaging service and that from the perspective of an average data subject, it is not a
distinguishing characteristic of the WhatsApp IE services to improve their service constantly or
maintain certain security standards. Therefore, according to Guidelines 2/2019 on Article 6(1)(b)
GDPR®9, such processing cannot be rendered lawful by Article 6(1)(b) GDPR simply because the
processing is necessary for the controller’s wider business model. Only the data processing that are
actually necessary for the corresponding contractual purpose — the ope