Meta Submission in Response to the EDPB Guidelines 1/2024 on Article 6(1)(f)
GDPR

Introduction

Meta welcomes the opportunity to contribute to the EDPB work in relation to the ongoing
consultation on the EDPB Guidelines 1/2024 on Article 6(1)(f) GDPR.

Meta has identified a number of areas of general concern with the interpretation set out by the
EDPB in Guidelines 1/2024 on Article 6(1)(f) GDPR. Given the fundamental importance of Article
6(1)(f) GDPR to controllers across all sectors and industries it is important that the EDPB
Guidelines 1/2024 appropriately reflect the requirements of the GDPR and balance the competing
interests of controllers and data subjects, as required by Article 6(1)(f) GDPR, the GDPR and the
EU Charter of Fundamental Rights.

Meta has summarised the areas of concern and identified a number of recommendations as to
how EDPB Guidelines 1/2024 can be refined following the consultation process to address these
issues.

1. All relevant interests, including those of third parties, should be afforded due
weight

Article 6(1)(f) GDPR necessitates a full and proper balancing of all relevant interests of all parties
concerned. The approach adopted in the Guidelines risks undermining that position. This in turn
could undermine the EU Charter’'s mandate, which is reminded in the GDPR when recognising
that “[t]he right to the protection of personal data is not an absolute right; it must be considered in
relation to its function in society and be balanced against other fundamental rights, in accordance
with the principle of proportionality”.

The Guidelines should not seek to limit the interests a controller can rely on or provide that these
“should be related to the actual activities of the controller”. A controller can validly pursue an
interest which is not related to its own direct commercial activities and should also legitimately
aspire to innovate and work towards a potential purpose to be realised. The Guidelines should
clarify that provided a controller can demonstrate a legitimate interest is reasonably concrete and
not prohibited in applicable law, it should provide a basis for processing.

The EDPB should not restrict the possibility to rely on Article 6(1)(f) of the GDPR for processing
personal data in pursuit of certain interests or for specific purposes. While the EDPB provides
some examples where a legitimate interest can be presumed, the general argument of the
Guidelines is to recall that, despite these presumptions, data controllers must carry out the
balancing test on a case-by-case basis and prove that the results of such assessment are positive
in order to process personal data under Article 6(1)(f) of the GDPR. The Guidelines should not
directly prohibit certain processing activities or include statements that, in practice, preclude data



processing under the legal basis of legitimate interest. For example, the Guidelines should also
not seek to preclude controllers from relying on interests that correspond to general public
interests.* The Article 29 Working Party’s prior opinion on Article 7(1)(f) of the Data Protection
Directive 1995 noted “the legitimate interest of third parties may also be relevant in a different
way. This is the case where a controller - sometimes encouraged by public authorities - is pursuing
an interest that corresponds with a general public interest or a third party's interest. This may
include situations where a controller goes beyond its specific legal obligations set in laws and
regulations to assist law enforcement or private stakeholders in their efforts to combat illegal
activities, such as money laundering, child grooming, or illegal file sharing online™. In addition to
this, the CJEU judgement in Case C-252/21 does not support the statements made in the
Guidelines that precludes controllers from relying on interests that correspond to general public
interests.

The Guidelines should not endorse a view that certain interests always carry more weight than
others or presuppose that processing is more or less likely to be necessary depending on the
legitimate interests being pursued. Article 6(1)(f) GDPR was drafted to expressly recognise a
controller can rely on its own interests and those of third parties without any weighting or
preference being afforded to these interests. It is therefore inappropriate to seek to minimise the
relevance of such third party interests to reliance on Article 6(1)(f) GDPR. For example, case law
of the CJEU has recognized that a processing activity may be carried out in order to satisfy the
data controller’s legitimate interest as well as those of a third party, including the general public.
In this regard, Judgement of the CJEU of 13 May 2014, Case C-131/12, Judgement of the CJEU
of 24 September 2019, Case C-136/17 and Judgement of the CJEU of 8 December 2022, Case
C-460/20 have recognized that there is an “interest of the general public in having access to that
information” [i.e. the information provided by a search engine].

For example, in connection to the processing of children’s data, the EDPB should also consider
that, when balancing the controller’s legitimate interests and the interests or fundamental rights
and freedoms of a child, not all commercial interests would necessarily enter into conflict with
children’s interests, as processing children’s data for safety purposes as well as internet
proficiency, digital skills and full access to some online services is critical for personal
development and social interaction and therefore in the best interests of the child. Consequently,
there should not be a restriction on processing minors’ personal data where a balancing test has
been conducted and it has been determined that the legitimate interest of the controller and/or
third party is aligned and protects the rights, freedoms and interests of children.

On a related matter to this topic, the EDPB is establishing a restrictive requirement, not based on
GDPR, when stating that the balancing test shall be performed for “each processing”. GDPR legal
bases are not about processing activities but rather data processing purposes. When performing
the balancing test, data controllers must take into account the relevant purpose and the different
processing operations that this purpose would entail, within the same balancing test. Therefore,
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2 Opinion 06/2014 on the notion of legitimate interests of the data controller under Article 7 of Directive
95/46/EC, p. 28/29.



the Guidelines should mention that the balancing test shall be carried out regarding a specific
purpose (which can involve a set of different processing operations), and not that a balancing test
is needed for each processing activity. The EDPB should also consider if a data controller can
carry out a single balancing test when different purposes are intrinsically connected.

Finally, it is worth mentioning that the CJEU has recognized that, in the balancing test, the
controller has to bear in mind not only its interests in the processing, but also the benefits that the
corresponding processing can bring to third parties, including data subjects. In the Judgement of
the CJEU of 12 September 2024, Joined Cases C-17/22 and 18/22, it was held that “in such a
balancing exercise, first, in [sic] cannot, in principle, be ruled out that the disclosure of partners’
personal data, even indirect partners, of a partnership, to other partners may serve, as the case
may be, the economic interests of each of them and, therefore, also the interests of the indirect
partners whose personal data those other partners wish to access”. This means that the controller
must also consider the benefits that the processing can bring to third parties, including individuals
(data subjects or otherwise) and not only to its interest.

2. Expansion of the Scope of the Concept of Special Categories of Data

The EDPB rightly notes that data controllers must carefully assess the nature of the data they
process, recognising that special categories of data warrant enhanced protection under Article 9
of the GDPR. However, we do not consider the Guidelines are the appropriate means to address
the concept of special category of data given this is a complex area of law. The Guidelines imply
the appropriate test for assessing if Article 9 GDPR applies is “whether it is objectively possible
to infer sensitive information from the data processed”. This deviates both from the ordinary
meaning of Article 9(1) and established CJEU jurisprudence, including most recently Case C-
21/23 (‘Lindenapotheke’) which recognises the requirement for there to be a threshold of a
“certain degree of probability’® of special category data in order for Article 9 GDPR to be engaged.

Significant departure from GDPR’s goals would arise if an expansive interpretation of Article 9
GDPR was applied in particular but not limited to, a more expansive than the one set out by the
CJEU in Case C-21/23, since by definition any information could hypothetically reveal a special
category data was subject to Article 9 GDPR. Therefore, the legislative rationale behind GDPR to
establish multiple potential processing bases under Article 6, and to build a special regime for
“special categories of data” in Article 9 GDPR, would be undermined. Under such an expansive
interpretation, all data could theoretically fall into this category, undermining the special status
that sensitive category data enjoys and rendering Article 6 GDPR effectively moot. As the
Advocate General in C-21/23 notes:

“[ulnless the bulk of the processing of data relating to online commerce is to be subjected
to the regime provided for in Article 9(2) of the GDPR, it therefore seems necessary to me
to further refine the interpretation of the concept of ‘data concerning health’ as meaning

8 C-21/23, para. 90.



that the conclusions that may be drawn from the data relating to an order must not be
merely potential”.

The recognition of the negative consequences of an overly broad interpretation and the need for
a pragmatic and context sensitive approach to Article 9 GDPR has support from other CJEU case
law. For example, in GC (Case C-136/17) the CJEU concluded that “having regard to the
responsibilities, powers and capabilities of the operator of a search engine” the special category
data obligations under Article 9 GDPR should only apply (i) in relation to its dereferencing
obligations (i.e., adapting the duty to the technical limitations and the impact on the freedom of
information), and (ii) ex post, following an erasure request, i.e., when a concrete potential harm
has been identified by a data subject, still to be assessed. As the Advocate General noted in that
case, a literal application of the restrictions on special category data would “require a search
engine to ascertain that a list of results displayed following a search carried out on the basis of
the name of a natural person does not contain any link to internet pages comprising data covered
by that provision, and to do so ex ante and systematically”. The Advocate General notes this
would be neither desirable nor is it possible - it would effectively prevent anyone from offering a
search engine service.

Therefore, the Guidelines should recognise that a degree of probability or likelihood is required in
order for Article 9 GDPR to be engaged, rather than merely basing the threshold on what is
deemed merely objectively possible, which should also be evidenced-based.

3. GDPR did not envisage a right to access a copy of Legitimate Interest
Assessments

The Guidelines should clarify that there is no obligation on a controller to provide data subjects
with a copy of any Legitimate Interest Assessment conducted. We disagree that doing so “...is
essential to ensure effective transparency and to allow data subjects to dispel possible doubts as
to whether the balancing test has been carried out fairly by the controller or assess whether they
might have grounds to file a complaint with a supervisory authority”.

The Guidelines should respect the transparency obligations as set out in detail in the relevant
provisions of the GDPR, which ensure data subjects are provided with meaningful information to
enable them to exercise their rights. For example, Article 13(1)(d) and Article 14(2)(b) GDPR state
that where the processing is based on Article 6(1)(f), the controller shall provide the data subject
with the legitimate interests pursued by the controller or by a third party. However, there is no
reference to disclosing a copy of the balancing test; rather, the controller is only obliged to disclose
the specific legitimate interest that it is relying upon. Similarly, Article 15 provides for a right to a
copy of the personal data undergoing processing (Article 15(3)) but again there is no mention of
a copy of any Legitimate Interest Assessment.

As the EDPB specifically recognizes that there is no legal obligation to inform data subjects about
the legal bases applicable to the processing when they request such under Article 15 of the
GDPR, requiring data controllers to inform data subjects “that they can obtain information on the



balancing test upon request” is clearly inconsistent with GDPR and presents significant
operational burden on controllers without legal grounding.

4. Transparency disclosures by controllers and reasonable expectations of data
subjects

The statement in the Guidelines that “frJeasonable expectations do not necessarily depend on the
information provided to data subjects. While the omission of information can contribute to the data
subject being surprised of a certain processing, the mere fulfilment of the information obligations
set out in Articles 12, 13 and 14 GDPR is not sufficient in itself to consider that the data subjects
can reasonably expect a given processing” is concerning.

Compliance with transparency obligations? is a cornerstone of GDPR compliance and controllers
go to great lengths to ensure comprehensive and comprehensible information is made
prominently available to data subjects by appropriate means. This includes explaining what
personal data will be processed, for which purposes and for how long. In circumstances where
the controller is collecting personal data from the data subject this must be provided before
processing is carried out.®> Such information and the way in which it needs to be made available
is clearly relevant to a data subject’s reasonable expectations. The Guidelines should therefore
be revised to ensure that transparency information, when prominently made available to data
subjects, should be afforded due weight when assessing a data subject's reasonable
expectations, both for immediate processing purposes and forward-looking processing purposes
when conducting subsequent assessments, and listed as a relevant and important factor.®

In addition to transparency disclosed by controllers, it should be noted that in today’s digital
economy and reality, it is likely that online services users have an expectation that if they provide
information to a social media platform, for example, by uploading or creating content, liking or
commenting posts, interacting with content uploaded by others, then it is of course reasonable to
expect that such data could be processed in some way by the controller and controllers should
be able to account for this when conducting assessments.

5. The EDPB should further clarify and develop certain concepts or phrases included
in the Guidelines

Due to the impact that these concepts or phrases may have on the analysis by the data controller
in the balancing test, the processing of personal data under Article (6)(1)(f) of the GDPR, or the
exercise of rights by data subjects, the EDPB should issue further guidance on the following
matters:

4 Articles 12-14 GDPR.
5 Article 13 GDPR.
® Guidelines, paragraph 54.



More examples of legitimate interests that have been recognized as such by the CJEU, can
be derived from the GDPR. Some of these legitimate interests may exist, for example, in these
situations:

Processing of personal data strictly necessary for the purposes of preventing fraud,
detecting and resolving fraudulent transactions, processing as needed to investigate and
remediate individual claims of identity theft or misuse of their personal data or accounts,
Transmitting personal data within the group of undertakings for internal administrative
purposes,

Processing of clients’ personal data, processing activities related to business
transactions, assessing eligibility or credit, payment processing, fulfilment, collections,
product returns, enforcing sales terms, non-marketing communications related to the
transactions (such as order confirmations and shipping notices); customer service,
including non-marketing communications related to customer inquiries (such as
responses to questions, requests for proposals or information and complaints),
Processing of employees' personal data, for internal administrative purposes for
processing human resources data, or processing of personal data in the service of the
controller,

The promotion and sale of advertising space for marketing purposes (See Judgements
of the CJEU of 13 May 2014, Case C-131/12, paragraph 73 and of 4 October 2024,
Case C-621/22),

Disclosing, for consideration, the personal data of members of a sports federation to
third parties (See Judgement of the CJEU of 4 October 2024, Case C-621/22),

Internet users potentially interested in having access to information (See Judgement of
the CJEU of 13 May 2014 Case C-131/12),

Facilitating and charging for the specific use of online media by a particular user (See
Judgement of the CJEU of 19 October 2016, Case C-582/14, paragraph 55),
Compliance with security measures for compliance with Article 32 of the GDPR.

Moreover, the EDPB may consider to provide further development about the existence of a
legitimate interest for technological innovation, such as the development of digital products or
services. In any case, we recall that the recognition of the existence of such legitimate interest
would not be enough to consider the processing lawful as it would be necessary to carry out a
balancing test.

In addition, national laws (such as the Spanish Basic Law 3/2018 on Personal Data Protection
(“LOPDGDD”) have also recognized the existence of other legitimate interests, such as:

Processing of debtors’ personal data by credit bureaus (Article 20 of the LOPDGDD);
Transfers of personal data in the context of a business unit transfer (Article 21 of the
LOPDGDD),

Carrying out video surveillance activities (Article 22 of the LOPDGDD).

“The interest must be real and present”. The Guidelines seem to require that the legitimate
interest pursued exists at the moment of carrying out the processing activity. This will work to
hamper any innovation that, by definition, is not “present” at the time of the relevant assessment.



There are certain processing activities (e.g., based on scientific or technological research, or
seeking the development of innovative technologies) which do not pursue a “present” legitimate
interest but a future legitimate interest that can be eventually pursued. To avoid a restriction of
processing activities that are beneficial to society, the EDPB should rephrase paragraph 17 in
order to allow processing activities that seek a future, but real and reasonably expected (with a
certain degree of specificity being required to conduct an assessment) legitimate interest.

The statement that a data processing pursuing interests of a third party “is generally less
expected by the data subject”. To our knowledge, there is no legal support for this assertion.
Unless this statement can be evidenced in a legal provision, applicable case law or factual
scientific research, the Guidelines should not include it. In any event, to identify a legitimate
interest is not dependent on the data subject’s knowledge thereof.

In the context of the balancing test, the notion of “further consequences of the
processing”. The EDPB establishes that one of the elements that data controllers must take into
account when carrying out the balancing test are the further consequences of the processing.
The data controller cannot control or foresee all the possible consequences of the data
processing, especially those that may take place further ahead in time. Therefore, the EDPB
should clarify that those further consequences ought to be restricted to specific ones that could
be reasonably foreseen in accordance with the state of the art.

In the context of the further consequences of the processing in the balancing test, the
consideration of “possible broader emotional impacts” must be clarified. The expression
“possible broader emotional impacts” is vague and not an objective standard. Any emotional
impact that a data subject may experience from a behaviour by a data controller that infringes the
GDPR, is personal, subjective and opens the door to legal uncertainty and ambulance-chaser
litigation, since anyone can just claim to be “emotionally upset”. Only proven and real damages,
with a causality nexus with the data processing at hand, can be taken into account in the event of
a particular situation that affects the data subject. Given that the law (GDPR included) does not
confer a right to compensation for mere upsets that a data subject may feel from a violation of
any law, the EDPB should reconsider if it is necessary to take into account hypothetical emotional
impacts in the balancing test.

In support of the above, reference should be made, for example, to recital 146 of the GDPR: “Data
subjects should receive full and effective compensation for the damage they have suffered”. It is
also worth pointing out that the CJEU in its judgement of 4 May 2023, Case C-300/21, paragraph
42, affirms that even though Article 82 of the GDPR does not condition the compensation of
damages to a certain threshold of seriousness, this interpretation “cannot be understood as
meaning that a person concerned by an infringement of the GDPR which had negative
consequences for him or her would be relieved of the need to demonstrate that those
consequences constitute non-material damage within the meaning of Article 82”. Furthermore,
the Opinion issued by the Advocate General Campos Sanchez-Bordona delivered on 6 October
2022, Case C-300/21 states: “The compensation for non-material damage provided for in the



regulation does not cover mere upset which the person concerned may feel as a result of the
infringement of provisions of Regulation 2016/679”.

Additional arguments to support the conclusion that inaccuracies and incompleteness are
higher, in practice, when the processing is based on Article 6(1)(f) of the GDPR. As a result
of this statement, data controllers will have to put special attention and additional efforts to
consider these elements when carrying out the balancing test. The EDPB should provide further
arguments to justify this statement as it can result in a higher burden for the data controller during
the balancing test.



