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Summary

The European Data Protection Board (EDPB) has published new guidelines on
pseudonymisation, specifying the application and legal framework under the General
Data Protection Regulation (GDPR). Bitkom welcomes the EDPB's clarifications but sees
a need for further adjustments regarding the practical implementation, legal certainty
and technological openness.

Before the regulatory guidelines were introduced, industry-led initiatives had already
developed practical frameworks for implementing GDPR-compliant pseudonymisation.
At the 2019 German Digital Summit, the GDPR Code of Conduct for Pseudonymisation
- developed by Bitkom, GDD, and SRIW e.V.—was presented as a risk-based,
operational standard to help organisations meet GDPR requirements. Although the
EDPB Guidelines and the Code of Conduct share basic principles, they differ in
interpretation and application. While the Guidelines adopt several key concepts from
the Code of Conduct, they tend to be more theoretical, unlike the Code’s focus on
practical implementation.

This consultation response aims to harmonise pseudonymisation practices across both
regulatory and industry frameworks by critically comparing the EDPB Guidelines with
the Code of Conduct and highlighting opportunities for more practical improvements.

Overall, the Guidelines should adopt a more positive and enabling tone regarding
pseudonymisation. While acknowledging risks, they should strongly emphasize the
benefits of pseudonymisation for businesses across sectors. Highlighting these
benefits will encourage wider adoption and investment in pseudonymisation
techniques, ultimately enhancing both data protection and innovation in the EU.

This paper highlights critical issues where further clarifications and revisions to the
guidelines are needed. In particular, the following concerns should be addressed:
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The guidelines preempt the resolution of the EDPS v SRB case by the CJEU, whose
outcome is pivotal to whether pseudonymised data should be considered personal
data at all times.

The guidelines conflate the two concepts of pseudonymisation and anonymisation,
leading to an overly restrictive interpretation of pseudonymisation.

The guidelines extend the scope of pseudonymisation too far and require
unauthorised third parties to be taken into account.

The guidelines contradict established legal interpretations regarding identifiability.

The guidelines impose notification requirements that go beyond GDPR and should
be reconsidered.

The overly restrictive and absolute approach discourage investment in
pseudonymisation and Privacy-Enhancing-Technologies (PETs).

. Evaluation of the Guidelines

a) Bitkom notes with concern that the Guidelines were adopted before the
resolution of appeal in the EDPS v SRB case, in which the Court will rule on the
circumstances in which pseudonymised data remains personal data. During the
course of the current consultation, the Court’s Advocate General published their
Opinion, which directly contradicts the Guidelines' position that pseudonymised
data remains personal data in all cases for third-party recipients, regardless of
their ability to re-identify individuals.

Indeed, the Advocate General clarifies that pseudonymised data may not be
considered personal data for a third-party recipient if that recipient cannot
reasonably re-identify the data subjects. This determination requires a case-by-
case assessment of the recipient's means and the security measures in place.

If the Court of Justice of the European Union (CJEU) follows the AG Opinion, the
EDPB will need to significantly revise the Guidelines.

Bitkom therefore strongly urges the EDPB to delay any finalisation of the
Guidelines until after the CJEU judgment and publicly clarify that it will do so.
This is crucial for providing legal certainty and a clear roadmap for organizations
dealing with pseudonymised data.

=S

Effects on legal Bases and Compatibility Assessment (Art. 6 (1) lit. f & Art. 6 (4)
GDPR)

The Guidelines recognise the risk-reducing effect of pseudonymisation and clarify
that it can be taken into account in the balancing of interests under Art. 6(1)(f)
GDPR (p. 42). It can also contribute to the assessment of the compatibility of
further processing under Art. 6(4) GDPR (p. 43).

Bitkom requests that the Guidelines provide clear criteria for the application of
the compatibility check under Art. 6(4) GDPR. Companies need practical examples
to ensure the legally compliant use of pseudonymisation in the legitimate
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interest assessment. For example, whether pseudonymisation using state-of-the-
art technology is sufficient if the pseudonymisation secret is kept securely by a
trustworthy third party. Without specific guidance, it remains unclear when and
to what extent pseudonymisation can be effectively used a to legitimise
processing.

Notification Obligations

The Guidelines state that data controllers should indicate how data subjects can
obtain their pseudonyms and use them to exercise their rights (p. 19). However,
they do not establish a general notification obligation.

Furthermore, the Guidelines’ position on personal data breaches involving
pseudonymised data (p. 16) creates a contradiction. They suggest that breach
notifications (Art. 33 and 34 GDPR) depend on the effectiveness of
pseudonymisation, which is inconsistent with the EDPB Guidelines 09/2022 on
breach notification. Those guidelines state that breaches of encrypted data,
where the decryption key is secure, likely do not require notification. The same
logic should apply to data pseudonymised with state-of-the-art techniques,
provided the additional re-identification information remains secure.

Bitkom requests that the Guidelines clarify that companies are not obliged to
provide additional evidence of identifiability if they have technically excluded
traceability. Moreover, any additional notification requirements beyond Art. 11,
33 and 34 GDPR should be reconsidered, as they represent an unnecessary
burden without any added value for data protection.

Risk Analysis in the Context of Pseudonymisation

The Guidelines require data controllers to define the risks that pseudonymisation
is intended to mitigate (p. 4). While this is consistent with existing data
protection impact assessments (DPIAs) under Art. 35 GDPR, it creates uncertainty
as to whether an additional, specific risk assessment is required for
pseudonymisation.

Specifically, the requirement to consider means "reasonably likely to be used by
cyber-crime actors" in risk assessments is impractical and overly burdensome.
Cyber-crime techniques are constantly evolving and unpredictable.

Bitkom advocates for recognising DPIAs as sufficient and avoiding redundant
bureaucratic obligations. The guidelines should be formulated in a technology-
neutral way to give companies flexibility in assessing risks, while ensuring
compliance with the principles of the GDPR.

Multiple Pseudonymisation — A Risk-Based Approach

The guidelines recommend replacing pseudonyms when sharing data to mitigate
risks (p. 28). However, this should not be interpreted as a blanket requirement,
but rather as a measure to be applied on the basis of a risk analysis.

Bitkom calls for clear guidance on when multiple pseudonymisation is actually
necessary and what specific risks it mitigates. The importance of alternative
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measures, such as data minimisation or organisational safeguards, should be
more explicitly recognised. Companies need practical and effective solutions, not
unnecessarily complex procedures.

Technical Guidance on Pseudonymisation

The Guidelines do not provide detailed technical guidance on how to implement
secure and efficient pseudonymisation (pp. 21-29), which poses challenges,
especially for SMEs.

Specifically, the lack of concrete guidance on "reasonable means" for re-
identification creates uncertainty. The EDPB should provide examples of relevant
techniques, resources, costs, and legal processes to consider, and clarify that this
assessment happens before pseudonymisation.

The Guidelines also set absolute criteria for the effectiveness test of
pseudonymisation, which conflicts with the general "reasonable likelihood"
approach in the rest of the guidance. This risks retroactive judgment of
organisations against evolved technological standards. The EDPB should adopt a
risk-based approach, emphasizing state-of-the-art security at the time of
pseudonymisation, aligning with Article 32 GDPR.

Guidance should explicitly reference Privacy Enhancing Technologies (PETs), as
these offer advanced methods for robust pseudonymisation and should be
encouraged. Finally, the scope of the case studies in the Annex, primarily focusing
on health/medical data, should be expanded to improve their usefulness for
organisations in all sectors.

Bitkom urges the EDPB to refer to existing standards and best practices for
pseudonymisation techniques, as many companies rely on practical guidelines
for efficient implementation. Without specific recommendations, standardised
and legally secure implementation will remain difficult.

Distinction Between Pseudonymisation and Anonymisation

Bitkom expresses its regrets that the pseudonymisation Guidelines have been
published separately from the EDPB's planned guidelines on anonymisation, as
both concepts address the identifiability of individuals, and their assessment
criteria significantly overlap. This approach risks inconsistencies and practical
difficulties for organisations and departs from international best practices from
other data protection authorities who have addressed both concepts in parallel
(UK ICO; Irish DPC).

Following the Case T-557/20, the Advocate General stated in his Opinion in Case
C-413/23 P, that it cannot be ruled out that pseudonymous data may, under
certain conditions, fall outside the scope of the concept of ‘personal data’. One of
the key factors is whether the pseudonymization is robustly secured (see N. 51 -
59) of the Opinion). Depending on the CJEU's ruling in this case, it would be
helpful to address these aspects in the guideline.

Furthermore, the Guidelines sometimes blur the distinction between
pseudonymisation and anonymisation. In particular, the meaning of "identify" in
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the pseudonymisation context is unclear. While anonymisation analysis uses
"singling out”, "linkability” and "inference”, these don’t directly translate, as
pseudonymous data may contain unique identifiers allowing for ”singling out”.
The EDPB must clarify these points and differentiate the standards and
expectations for anonymisation and pseudonymisation, acknowledging that they
have distinct purposes and levels of risk mitigation.

Bitkom calls for a clearer boundary between these two concepts. An overly
restrictive definition of anonymisation could hinder the use of health data and Al
applications. Companies need a realistic and legally secure framework to
promote data-driven innovation in the EU.

2. Conclusion

Bitkom welcomes the EDPB’s initiative to provide further clarification on
pseudonymisation as a data protection measure. The Guidelines contain valuable
insights that can support companies in their implementation. However, significant
practical uncertainties remain and the upcoming judgment in EDPS v SRB risks
invalidating several core assumptions underpinning the Guidelines..

In order to promote a legally sound and innovation-friendly approach, and in addition
to any changes required to align with the CJEU judgement once adopted, Bitkom
recommends the following improvements to the Guidelines:

= Astronger and more positive emphasis throughout the Guidelines on the
innovation and societal benefits enabled by pseudonymisation.

= Clearer criteria for the application of Art. 6(1)(f) and Art. 6(4) GDPR regarding
pseudonymisation.

= Removal of excessive notification obligations beyond Art. 11, 33 and 34 GDPR.

= Avoidance of a mandatory, stand-alone "pseudonymisation risk assessment”,
ensuring alignment with existing DPIA requirements and Art. 32 GDPR.

= A more flexible approach to multiple pseudonymisation, based on an actual risk
assessment rather than a default expectation.

= Inclusion of references to existing technical standards and best practices to facilitate
practical implementation.

= Inclusion of references to existing technical standards and best practices to facilitate
practical implementation, including specific guidance on Privacy Enhancing
Technologies (PETSs).

= Aclearer distinction between pseudonymisation and anonymisation to ensure legal
certainty and support data-driven innovation.
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