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1. Introduction

The Guidelines 05/2021 on the interplay between the application of Article 3 and the
provisions on international transfers as per Chapter V of the GDPR proposed for public
consultation (‘the Guidance’) deal with a topic that has long puzzled the data protection
community — the identification of international personal data transfers. The General Data
Protection Regulation (GDPR) does not define international personal data transfers, though it
requires their identification for the application of its transfer rules in Chapter V. It is therefore
principally to be welcomed that the European Data Protection Board (EDPB) has tried to address
the legal uncertainty stemming from the absence of a clear concept of international personal data
transfer, especially in relation to the territorial scope of the GDPR regulated in Article 3.

However, as legal researchers active in this area,' we would nevertheless like to raise three areas to
the attention of the EDPB that in our opinion are not sufficiently considered in the guidelines and
should be addressed in the revised version after the public consultation. These are: i) the level of
detail of the definition of ‘data transfer’ provided, ii) the potential inconsistency for the application
of the GDPR by excluding from the definition of a transfer direct transmissions of personal data
from an individual residing in the European Economic Area (EEA) to entities outside of it (‘direct
transmission from the data subjects’), and iii) measures to ensure the protection of individuals is
not undermined when Chapter V is not applicable in the latter situation.

2. The level of detail of the definition

The definition provided by the EDPB in the Guidance is built on three cumulative criteria
revolving around the actors involved in a processing operation. The definition however does not
offer any details on which processing operations are to be considered as transfers exactly and
whether the transferring of personal data requires any level of knowledge or intent as suggested
by the definition of international personal data transfer in the Europol Regulation.” Granted the
EDPB does state that transferring personal data is a disclosure of personal data ‘by transmission’
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ot by ‘otherwise” making personal data available.” This seems to suggest a very broad understanding
of processing operations that could qualify as a transfer, which in turn would confer with the case
law of the CJEU in Schrems I and Schrems 11 that views transferring personal data always as an act
of processing personal data.* We would therefore suggest that should it have been the intention of
the EDPB to state such a broad understanding, to make this more clear. Such an approach would
in our opinion certainly be most consistent with CJEU case law and existing guidance of the
EDPB.’

Regarding the question of knowledge or intent required for a transfer, it would be advisable that
the EDPB clarifies whether this is a condition to qualify a processing operation as a data transfer.
In our reading of the guidelines, the fact that such an element has not been mentioned might
already signal that intention or prior knowledge is not required as a condition for a processing
operation to qualify as a transfer according to the EDPB. This would align with the understanding
that the GDPR in general is ‘intent-agnostic’.’ It also would complement the principle of
accountability of controllers and processors for data transfers, that the EDPB has emphasized in
its other guidance, and that requires a certain level of care of data exporters to ensure that they
recognize and map all data transfers in the first place.” It also has to be noted however that the
definition of transfers in the Europol Regulation suggests that an element of knowledge or intent
is needed.® It would therefore be welcome if the EDPB would provide clatification on the effect
of this definition and how it relates to the approach taken in the Guidance being discussed.
Considering the use of the notion of data transfer also in the Law Enforcement Directive (LED),
it would also be of use if the EDPB could note whether the same understanding as proposed in
the Guidance also applies to the LED, of course adapted to its specificities (such as the absence
of a provision similar to Article 3(2) GDPR).

3. Ensure consistent protection of personal data

The definition proposed by the EDPB excludes direct transmissions from the data subject from
its understanding of a ‘transfer’ and thereby from the scope of application of Chapter V. GDPR.
Such an exclusion creates significant inconsistencies for the protection afforded to individuals
through the GDPR, and those inconsistencies would warrant further clarification in the Guidance.

3.1 Inconsistency of the protection within the GDPR

Based on Article 3 GDPR and the Guidance, we discern the following four different situations of

data flows, in each of which personal data is afforded a different level of protection.
1. Situation 1: Direct transmission of personal data from a data subject to a non-EEA entity
that falls under the GDPR by virtue of Article 3(1) or 3(2) GDPR (for example, collection
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of personal data by a foreign entity of an online shop that also has an establishment in the
EEA or online tracking). In this situation, which does not qualify as a ‘transfer’ according
to the Guidance, personal data is protected by the GDPR rules except for the provisions of
Chapter 17. Because the GDPR applies by virtue of its territorial scope provisions,
interpretation of accountability, organisational and security obligations may compensate
for the inapplicability of Chapter V (paras. 17, 24 of the Guidance).

2. Situation 2: Direct transmission of personal data from a data subject to a non-EEA entity,
which does not fall under the scope of the GDPR, because the conditions of Article 3 are
not met. In this situation, personal data processing is #ot afforded any GDPR protection. 1t
should also be analysed whether this situation is purely hypothetical in the light of the
broad scope of Article 3.

3. Situation 3: Transfer of personal data from an EEA exporter to a foreign data importer
that falls under the GDPR by virtue of Article 3(1) GDPR. In this situation, personal data
is protected by the whole GDPR, including Chapter 17. This is likely to be the case in of
personal data transfers between EEA and non-EEA establishments of multinational
companies.

4. Situation 4: Transfer of personal data from an EEA exporter to a non-EEA data importer
that does not fall under the scope of the GDPR by virtue of Article 3. In this situation,
personal data is protected by only Chapter 1 rules.

In light of the aim of the GDPR, as clarified by the CJEU, to ensure ‘effective and complete’
protection of personal data’, we find the rationale for different levels of protection in these
situations unclear. This also leads to inconsistency of the GDPR's framework and may undermine
the fundamental rights protection of the rights to personal data protection and privacy guaranteed
by the EU Charter of Fundamental Rights. For example, in situation 1 the Guidance proposes to
disapply Chapter V despite the fact that the GDPR applies to the non-EEA entity collecting data,
while in situation 3 Chapter V does apply in addition to other GDPR rules. We believe that
irrespective of the technicalities of a transfer, personal data should be afforded the same level of
protection. From an enforcement perspective, basing the definition of ‘transfer’ on technicalities
such as presence/absence of a data exporter, also adds an extra step of fact-finding (where the
data flows from), which is often opaque and not readily visible to individuals or supervisory
authorities. It also creates an incentive for multinational companies to reroute their transfers in a
way excluding the application of Chapter V (shift from situation 3 to situation 1) to reduce their
GDPR compliance burden.

From our perspective, the key stumbling stone in resolving this inconsistency is finding the right
balance between the application of Article 3 GDPR and Chapter V, which is not an easy task. An
important aspect in resolving this conundrum is ensuring a level playing field between EEA and
third country entities collecting and processing personal data from the EEA. This requires, on the
one hand, that non-EEA controllers and processors have the same GDPR compliance burden as
their EEA counterparts (to ensure that EEA companies are not disadvantaged vis-a-vis their
foreign competitors). On the other hand, that collection of personal data from outside the EEA
in situations where the GDPR already applies, does not come with additional limitations. For
example, applying Chapter V to direct transmissions of personal data in situations 1 and 2 would
requite non-EEA controllers/processors collecting personal data directly from individuals in the
EEA to not only have a lawful ground for processing (Article 6 GDPR), but a/so a lawful ground
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for a data transfer under Chapter V as in this case two data processing operations (collection and
transfer) would coincide. Thus, unlike EEA controllers/processors, their non-EEA counterparts
will need two different lawful basis (one for each processing operation) instead of one. In other
words, while an EEA controller/processor may collect personal data in the EEA on the basis of
legitimate interest, a non-EEA controller/processor — for collection of the same data in the same
situation — would, in addition, need a lawful ground for transferring data. Legitimate interest,
however, is not mentioned as a lawful ground for transferring personal data in Chapter V GDPR.
Such different treatment of EEA and non-EEA controllers/processors could lead to a violation
of the EU's national treatment obligations under the General Agreement on Trade in Services)."
At the same time, disapplying Chapter V in situations of direct transmission of personal data (as
suggested in the Guidance) makes it harder to justify, from an international trade law perspective,
that the application of the GDPR, including Chapter V, is necessaty in situation 3."

We also realize that exclusion of direct transmissions from the concept of ‘transfer’ could be
because of limited applicability of appropriate safeguards under Article 46 GDPR to such
transmissions (e.g., the SCCs, Codes of Conduct). We argue, however, that the scope of these
safeguards as formulated in the GDPR has been narrowed down by interpretation. For example,
codes of conduct seems to not apply to direct transmissions from individuals in the EEA to non-
EEA controllers/processors on the basis of EDPB's own interpretation in draft Guidance.'” The
Standard Contractual Clauses have been repeatedly interpreted by the European Commission as
applying to transfers between data exporters and data importers."” In sum, in our view, the issue
of the relationship between Article 3 and Chapter V cannot be resolved by simply disapplying
Chapter V in certain situations (such as direct transmission, situations 1 and 2), while applying it
in similar other situations (situations 3 and 4). In contrast, it is necessary to analyse the level of
protection afforded by the GDPR with and without Chapter V."* This analysis should allow to
ensure, on a granular level of specific obligations for controllers/processors, equivalent level of
personal data protection transferred outside the EEA in each of the situations.

3.2 Transfers and Article 3 GDPR

We would also like to raise to the EDPB’s attention that a direct transmission of personal data can
also occur in a situation where the receiving entity is in the scope of Article 3(1) GDPR. This is
the case when a controller has an establishment in the EU, but the collection of personal data
occurs directly from the data subject without involving said establishment."” We would like the
EDPB to clarify whether such actions are also excluded from the scope of transfer in the
understanding of the EDPB. This seems to be the case when reading the three criteria for transfers,
however when it comes to the consequences discussed in section 3, the EPDB mentions the need
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for an extra set of SCCs only in the context of Article 3(2) and does not mention whether similar
SCCs are necessary in case of direct transmissions in the context of Article 3(1)."

3.3 Protection for individuals via Article 3(2) GDPR

The exclusion of direct transmissions from the data subject also raises inconsistency issues when
it comes to the protection provided for them. As noted in the EDPB Guidance the objective of
the rules of Chapter V is ‘to ensure that the level of protection guaranteed by the GDPR is not
undermined when personal data are transferred”.'” It is at this point not completely clear whether
the sole application of Article 3 GDPR would ensure that this level of protection is not
undermined. As noted by Kuner, the whole of the GDPR was not designed to be applied directly
by entities not territorially located in the EU."® There ate therefore a number of questions on how
in a case where only Article 3 GDPR applies the level of protection for individuals can be
guaranteed, especially in terms of their data subject rights. Two issues seem thereby in urgent need
of further clarification: transparency for individuals about personal data processing and
enforcement of the GDPR via representatives. These issues have not been fully addressed in the
Guidance provided for Article 3 GDPR."

With regards to transparency, it has to be noted that Articles 13 and 14 GDPR include as one of
the innovations of the GDPR a specific information obligation for controllers when it comes to
international personal data transfers.”’ This information obligation should ensure that data subjects
are aware that their data are being transferred and are given the tools to find out how the protection
of their personal data and their rights is ensured. It is not clear whether in a situation of a direct
transmission from the data subject to an entity outside of the EEA these information obligations
would still apply, since in the understanding of the EDPB this would not constitute a transfer.
From the perspective of the principle of transparency it seems paramount that the data subject is
aware where their personal data are going regardless of whether a processing qualifies technically
as a transfer in the understanding of the EDPB. It would therefore be welcome if the EDPB could
specify which transparency obligations a controller has that is captured by Article 3 but whose
dealings with EU data subjects might not qualify as a transfer.

In terms of enforcement, we note that it appears that the ‘representative’ of Article 27 GDPR was
created to enabled enforcement of the GDPR against entities captured solely by Article 3(2)
GDPR. We also acknowledge that the EDPB has already given guidance on the institution of a
representative. We nevertheless believe that it would be essential for the EDPB to clarify some
further aspects about the institution of a representative and how it can support the enforcement
of data subject rights. We especially consider it important that the EDPB provides guidance on
what should happen from the perspective of an individual complaint about personal data
processing falling under the GDPR by virtue of Article 3(2) GDPR if the non-EEA entity being
the subject of complaint did not appoint such a representative, even though it was legally required
to do so.”!
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4. Conclusions

To conclude, we would like to request the EDPB to provide further clarification and guidance on
the following points:

Clarification on the scope of data transfers of the EDPB and the processing activities that
are included in that scope.

Clarification on whether the understanding of the concept of transfer of personal data, as
proposed by the EDPB, requires that the transferring entity has any prior knowledge or
intent for the data to be transferred.

Clarification how the understanding of transfer of personal data, as included in the
Guidance, relates to the definition of transfer in the Europol Regulation.

Clarification on how the concept of transfer of personal data should be understood in the
context of the LED.

Reconsideration of whether the exclusion of direct transmissions (from the data subject to
the entity in the third country) from the definition of transfer is coherent with the system
of protection established by the GDPR.

Clarification on the role of Article 3(1) in the definition proposed by the EDPB.
Clarification on what transparency requirements apply and on the basis of which legal
grounds in case personal data are directly disclosed by the data subject to an entity outside
of the EU.

Clarification on how the representative assists in the enforcement of data subject rights
against entities captured by Article 3(2) GDPR, especially the consequences of not
appointing a representative when required from the perspective of the individual.

We also want to highlight that we strongly believe that some of the issues raised in this contribution
cannot be resolved by the powers vested in the EDPB. Instead it would be of importance for the
legislator to step in order to resolve the issue of the relationship between Article 3 and Chapter V
in a way ensuring equivalent protection of all personal data transmitted from the EEA, on the one
hand, and a level playing field for EEA and non-EEA controllers/processors on the other hand.”
To prepare such a legislative solutions, the EDPB could (with the help of experts) start developing
a granular approach on the level of specific obligations of controllers/processors to resolving the
relationship of Article 3 and Chapter V GDPR.
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