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List of processing operations which require data protection impact assessment
(DPIA)

Article 35 (1) GDPR requires a DPIA when the processing activity is likely to result in a
high risk to the rights and freedoms of natural persons.

Article 35 (3) GDPR provides a non-exhaustive list of types of processing that require
a DPIA.

According to General Data Protection Regulation article 35(4) GDPR the supervisory au-
thority shall establish and make public a list of the kind of processing operations which are
subject to the requirement for a DPIA.

NATURE OF THE LIST

This list is not exhaustive.

REFERENCE TO THE GUIDELINES

This list of processing operation which require DPIA is further specifying article 35.1 in Gen-
eral Data Protection Regulation. List is based on the of Working Party 29 WP 248 Guidelines
on Data Protection Impact Assessment (DPIA) and determining whether processing is "likely
to result in a high risk" for the purposes of Regulation 2016/679. This list complements and
further specifies these guidelines.

THE FINNISH DATA PROTECTION OMBUDSMAN REQUIRES DPIA IN FOLLOWING
PROCESSING ACTIVITIES:

BIOMETRIC DATA

Without prejudice to article 35(3) GDPR, DPIA must be done when biometric data is pro-
cessed for the purpose of uniquely identifying a natural person in conjunction with at
least one other following criteria:
- biometric data is processed for evaluation or scoring of the data subject
- processing of biometric data is aims automated-decision making with legal or similar

significant effect
- processing of biometric data is used systematic monitoring of data subjects
- biometric data is processed on a large scale
- processing of biometric data includes matching or combining datasets
- processed biometric data is concerning vulnerable data subjects
- biometric data is processed in innovative use or applying new technological or organi-

sational solutions
- processing of biometric data prevents data subjects from exercising a right or using a

service or a contract
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GENETIC DATA

Without prejudice to article 35(3) GDPR, DPIA must be done when genetic data is pro-
cessed in conjunction with at least one other following criteria:
- genetic data is processed for evaluation or scoring of the data subject
- processing of genetic data is aims automated-decision making with legal or similar sig-

nificant effect
- processing of genetic data is used systematic monitoring of data subjects
- genetic data is processed on a large scale
- processing of genetic data includes matching or combining datasets
- processed genetic data is concerning vulnerable data subjects
- genetic data is processed in innovative use or applying new technological or organisa-

tional solutions
- processing of genetic data prevents data subjects from exercising a right or using  a

service or a contract

LOCATION DATA

DPIA must be done when location data is processed in conjunction with at least one other
following criteria
- location data is processed for evaluation or scoring of the data subject
- processing of location data is aims automated-decision making with legal or similar sig-

nificant effect
- processing of location data is used systematic monitoring of data subjects
- location data processed reveals sensitive data or data of a highly personal nature
- location data is processed on a large scale
- processing of location data includes matching or combining datasets
- processed location data is concerning vulnerable data subjects
- location data is processed in innovative use or applying new technological or organiza-

tional solutions
- processing of location data prevents data subjects from exercising a right or using a

service or a contract

EXCEPTIONS TO INFORMATION TO BE PROVIDED TO THE DATA SUBJECT ACCORDING
TO ARTICLE 14.5 GDPR

DPIA must be done when personal data is collected personal data from a source other
than the individual without providing them with a privacy notice because of application of
article 14 5 b GDPRin conjunction with at least one other following criteria
- personal data is processed for evaluation or scoring of the data subject
- processing of personal data aims automated-decision making with legal or similar sig-

nificant effect
- processing of personal data is used systematic monitoring of data subjects
- sensitive personal data or data of a highly personal nature is processed
- personal data is processed on a large scale
- processing of personal data includes matching or combining datasets
- processed persona data is concerning vulnerable data subjects
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- personal data is processed in innovative use or applying new technological or organisa-
tional solutions

- processing of location data prevents data subjects from exercising a right or using a
service or a contract

PROCESSING OF PERSONAL DATA IN WHISTLEBLOWER SYSTEMS

DPIA is required when personal data is processed in Whistleblower systems.
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